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Source : MARINE DIGITECH, 2017

 Increase of risk on cyber threat

- Over 250,000 new malicious programs 

every day.

Source : AV-TEST Institute , 2017

 Logistics cost reduction

 Maritime incidents risk reduction

 Crew workload reduction

 Easy data collection and analysis for operation and monitoring, etc.

Benefit
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New malware

 Cyber attack in maritime industry

- Maersk Shipping Reports $300M Loss 

Stemming from NotPetya Attack in 2017.

Source : threatpost, 2017



2016 BIMCO published Guidelines on Cyber Security Onboard 

Ships.

2017 MSC 98 approved GUIDELINES ON MARITIME CYBER RISK MANAGEMENT.

2017 MSC 98 agreed that SMS in ISM code managed cyber security in risk management with no force.

2017 Rightship revised 

“Inspection and Assessment 

Report for Dry Cargo Ships” in 

which check list on risk 

assessment and contingency plan 

for cyber security is added.

2017Tanker Management 

and Self Assessment(TMSA) 3 

includes procedure and 

requirement including threat 

identification related to cyber 

security.

2018 Cyber security panel in IACS is developing guidelines for cyber security.

2017 USCG developed draft of Guidelines for Addressing Cyber Risks at Maritime Transportation 

Security ACT (MTSA) Regulated Facilities.

2017 U.K government launched 

ship cyber security code.





Source : NIST Framework for Improving Critical Infrastructure Cybersecurity, 2014

Goal : To support safe and secure shipping, which is operationally resilient to cyber risks



Cyber Security Risk Assessment for a Ship

C I A

14 SNS CCR, ECR, Ship's office PC - Windows 7, 10 ACER, LENOVO
Bridge, ship's office, CCR,

ECR
2 2 2 2

15 NCS Auto Pilot System PR-6412A-E2-SS2 TOKIMEC INC.
Steering Gear, VDR, Speed

Log, AMS, Gyro compass
Bridge Local control 2 3 3 3

16 NCS Gyro Compass TG-8000 TOKIMEC INC.

VDR, Speed Log, ECDIS,

Radar, AIS, DGPS, Inmarsat-

F, Magnetic Compass

Bridge Magnetic Compass 3 3 4 4

17 NCS Magnetic Compass with Azimuth Sensor SH-165A1 TOKIMEC INC.
Auto pilot system & Gyro

compass
Bridge Gyro Compass 2 3 3 3

18 NCS No.1 & 2 Marine Radar System
JMA-9932-SA

JMA-9922-6XA
J.R.C

DGPS, VDR, ECDIS, Gyro

Compass, Speed Log, AIS
Bridge X Band, S Band 3 3 4 4

19 NCS No.1 & 2 ECDIS RAYTHEON

Gyro Compass, Speed Log,

DGPS, AIS, Echo Sounder,

NAVTEX, Wind Indicator,

Radar

Bridge Redundancy 3 4 5 4

20 NCS No.1 & 2 DGPS Navigator JLR-770MK II J.R.C

Gyro Compass, VDR, AIS,

Radar, NAVTEX, GMDSS,

ECDIS, ODME, Speed Log

Bridge Redundancy 3 3 4 4

21 NCS Auto Identification System (AIS) JHS-182 J.R.C
Gyro Compass, DGPS,

Radar, ECDIS
Bridge - 2 2 2 2

22 NCS VDR VDR M4 CONSILIUM

Radar, Auto Pilot, Gyro

Compass, DGPS, Echo

Sounder, Speed Log, AMS,

VHF Radio, Bow Thruster,

Wind Indicator, S/G, PA,

Rudder Angle Indicator,

Fire Control System, Water

Mist System

Bridge (Radio Room) - 2 2 3 3

Redundancy /

Substitute

Value Criticality

Index
Manufacturer

Interlocking or Related

Equipment
LocationNo. Category Assets Model

Software /

Application

C: Confidentiality Index, I : Integrity Index, A : Availability Index

[Report of Cyber Risk Assessment]

[Asset Criticality Analysis]



Promote cyber security activities

Develop cooperative global community

Find proper measures for ship



• As ships become digitalized, integrated and automated, cyber security is considered

as being essential.

• Cyber security risk management seems be hard for shipping companies because

cyber security is new concept for them.

• Through KR’s cyber security activities with shipping companies, KR found that cyber

security is just one of existing security for ships and should be continuously managed.

• There are some challenges :

- Promote cyber security activities

- Find proper measures for ship

- Develop cooperative global community
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